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ALDABA
Random Number Generation

Reprinted with corrections from The Bell System Technical Jowrnal,

Vol. 27, pp. 379-423, 623656, July, October, 1948.

A Mathematical Theory of Communication

By C. E. SHANNON

INTRODUCTION

HE recent development of various methods of modulation such as PCM and PPM which exchange

bandwidth for signal-to-noise ratio has intensified the interest in a general theory of communication. A
basis for such a theory is contained in the important papers of Nyquist' and Hartley” on this subject. In the
present paper we will extend the theory to include a number of new factors, in particular the effect of noise
in the channel, and the savings possible due to the statistical structure of the original message and due to the
nature of the final destination of the information.

The fundamental problem of communication is that of reproducing at one point either exactly or ap-
proximately a message selected at another point. Frequently the messages have meaning; that is they refer
to or are correlated according to some system with certain physical or conceptual entities. These semantic
aspects of communication are irrelevant to the engineering problem. The significant aspect is that the actual
message is one selected from a set of possible messages. The system must be designed to operate for each
possible selection, not just the one which will actually be chosen since this is unknown at the time of design.

H(X) := - ) _p(x)logp(z) = E[-log p(X)]
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static int

do_rand(unsigned long *ctx)

Random Number Generation

{
#ifdef USE_WEAK_SEEDING
Von Neuman: parte media del cuadrado r*
* Historic implementation compatibility.
mid_square <- function(seed, n) { * The random sequences do not vary much with the seed,
seeds <- numerici(n) * even with overflowing.
*/

values <- numeric(n)
return ({*ctx = *ctx * 1183515245 + 12345) % ((u_long)RAND MAX + 1});

#else f* VUSE_WEAK_SEEDING */
¥ <- seed ™~ 2 J*
* Compute x = (7*5 * x) mod (2731 - 1)

for{i in 1:n) {

seed = case when(
* without overflowing 31 bits:

* (2~31 - 1) = 127773 * (7*5) + 2836

TRUE ~ &) * From "Random number generators: good ones are hard to find",

nchar(x) > 2 ~ (x %/% 1e2) %% led,

* Park and Miller, Communications of the ACM, vol. 31, no. 18,

* October 1988, p. 1195.

values[i] <- x

seeds[i] <- sead

*/
1 long hi, lo, x;
cbind(sesds, wvalues)
/* Must be in [1, 8x7ffffffe] range at this point. */
hi = *ctx / 127773;
FQ/\PJ[)LJ lo = *ctx % 127773;
Xoi1 = (215 + S]Xnmod(ﬂm) x = 16887 * lo - 2836 * hi;
if (x < @)
X 4= @x7fffffff;
RAND (Mathlab, BSD) *ctx = x;
Xn+1 _ (75JXand(231 o 1) /¥ Transform to [8, Bx7ffffffd] range. */

return (x - 1);
#endif J* !USE_WEAK_SEEDING */
}
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Random Number Generation

&

c & github.com/tarvalds/linux/blob/master/drivers/char/random.c
EIJ. ¥ master ~  linux / drivers / char / random.c

‘. Code ‘ Blame 1699 lines (1508 loc) - 51.7 KB Raw [
744 ' Entropy collection routines. I
745 N
746 * The following exported functions are used for pushing entropy into
747 * the above entropy accumulation routines:
748 *
749 = void add _device randomness(const void *buf, size t len);
750 * void add_hwgenerator randomness(const void *buf, size t len, size t entropy, bool sleep after);
751 = void add_bootloader_randomness(const void *buf, size_t len);
752 * void add_vmfork randomness(const void *unique vm_id, size t len);
753 * void add_interrupt randomness(int irq);
754 = void add_input_randomness(unsigned int type, unsigned int code, unsigned int value);
755 * void add disk randomness(struct gendisk *disk);
756 =
757 * add_device randomness() adds data to the input pool that
758 * is likely to differ between two devices (or possibly even per boot).
759 * This would be things like MAC addresses or serial numbers, or the
760 * read-out of the RTC. This does *not* credit any actual entropy to
761 * the pool, but it initializes the pool to different values for devices
762 * that might otherwise be identical and have very little entropy
763 * available to them (particularly common in the embedded world).
764 =
765 * add_hwgenerator_randomness() is for true hardware RNGs, and will credit
766 * entropy as specified by the caller. If the entropy pool is full it will
767 * block until more entropy is needed.
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Random Number Generation

The Raspberry Pi platform is based on the Broadcom BCM2835 system-on-a-chip
with a low-power ARM1176JZ-F processor and a hardware random number
generator. The bem2708 rng kernel module detects and handles the hardware
random number generator, creating device node hwrng:

£ 1s -1 /lib/modules/ uname -xr'/kernel/drivers/char/hw random
—rw-r——r—— 1 root root 4752 Jun 1 12:02 bcm—2708-rng.ko
§ 1s -1 /dev/*rng®
J
ls: cannot access /dev/*rng%: No such file or director
£ modprobe bcm2708 rng
£ dmesg | tail
[ ]
[ 8035.084620] bcm2708 rng init=dc8ded00
$# 1s -1 /dev/¥*rng¥
W 1 root rocot 10, 183 Nov 8 16:05 /dev/hwrng

Add the rng-tools package to fully take advantage of the hardware random

number generator. You will also need to add the kernel module bcm2708 rng to the IC2 is e SOCd RA, It's the large modu (,5,12_5 mm) in the centfer of
list of automatically loaded modules in /etc/modules. the board, between the yellow RCA connector and the orange-topped HDMI
N\ connector, to the right of the "Raspberry Pi" logo. The Samsung SDRAM is
# apt-gst install rng-tools stacked on top of the Broadcom BCM2835 SoC.
$# echo bcm2708 _rng >> /etc/modules IC3 is the combined USB and Ethernet controller. It's the chip between the

blue audio connector, the USB connector and the Ethernet connector
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Random Number Generation

(date +%YSm$dSHIMSS) .png

pnmtopng > random$

-rgb 256 256

rawtoppm

sudo cat /dev/hwrng
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Random Number Generation

RANDOM.ORG

What's this fuss about true randomness?

Perhaps you have wondered how predictable machines like computers can generate randomness. In
reality, most random numbers used in computer programs are pseudo-random, which means they are
generated in a predictable fashion using a mathematical formula. This is fine for many purposes, but it
may not be random in the way you expect if you're used to dice rolls and lottery drawings.

RANDOM.ORG offers true random numbers to anyone on the Internet. The randomness comes from
atmospheric noise, which for many purposes is better than the pseudo-random number algorithms
typically used in computer programs. People use RANDOM.ORG for holding drawings, lotteries and
sweepstakes, to drive online games, for scientific applications and for art and music. The service has
existed since 1998 and was built by Dr Mads Haahr of the School of Computer Science and Statistics at

Trinity College, Dublin in Ireland. Today, RANDOM.ORG is operated by Randomness and Integrity Services
Ltd.
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Random Number Generation

/) CESCA

Xerador cuantico de numeros aleatorios

Este QRNG permite xerar secuencias binarias aleatorias coas seguintes caracteristicas:
Entropia tipica de polo menos 0.94.
Tasa de aleatoriedade sen procesar de 400Mb/s.

Razon de saida de bit aleatorios minimo de 100 Mby/s.
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Interfaces de acceso (QRNG)

Web publica & AP Libreria Python Ejemplos de
descargade uso

lote de

nuMmeros

aleatorios
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Interfaces de acceso (QRNG): web publica

// CESCA XERAL SOLICITAR 22} ACCEDER

XERADOR CUANTICO DE
NUMEROS ALEATORIOS

O Xerador Cuantico de Numeros Aleatorios (QRNG) € un dispositivo que fol incorporado no mes de novembro
de 2021 a infraestrutura de computacion e comunicacions do CESGA. incorporouse a actualizacion a version
2.0.0 no mes de xaneiro do 2023, a cal reduce os requisitos de procesamento de datos por parte de Python,
mellorando o rendemento das aplicacions dos usuarios.

Que permite o QRNG?

Que permite o QRNG?

Datos técnicos Este QRNG permite xerar secuencias binarias aleatorias coas seguintes caracteristicas:

Cales son os seus usos?

Entropia tipica de polo menos 0.94.

Tasa de aleatoriedade sen procesar de 400Mb/s.
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Interfaces de acceso (QRNG): web publica

//CES A XERAL SOLICITAR MANUAL USO XERADOR @ ES EN GL

XERADOR CUANTICO DE
NUMEROS ALEATORIOS

O Xerador Cuantico de NUmeros Aleatorios (QRNG) € un dispositivo gue foi incorporado no mes de
novembro de 2021 & infraestrutura de computacién e comunicacions do CESCA. incorporouse a
actualizacion a version 2.0.0 no mes de xaneiro do 2023, a cal reduce os requisitos de procesamento de
datos por parte de Python, mellorando o rendemento das aplicaciéns dos usuarios.

Que permite o QRNG?

Que permite o QRNG?

Datos técnicos Este QRNG permite xerar secuencias binarias aleatorias coas seguintes caracteristicas:

Cales son 0s seus usos?

Entropia tipica de polo menos 0.94.

Tasa de aleatoriedade sen procesar de 400Mb/s.
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Interfaces de acceso (QRNG): web publica

// CESCA XERAL SOLICITAR MANUALUSO XERADOR

Xerador cuantico de numeros aleatorios

acteristicas
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Interfaces de acceso (QRNG): web publica

//CES A XERAL SOLICITAR MANUALUSO XERADOR & ES EN GL

Xerador cuantico de numeros aleatorios

Este QRNG permite xerar secuencias binarias aleatorias coas seguintes caracteristicas:
Entropia tipica de polo menos 0.94.
Tasa de aleatoriedade sen procesar de 400Mb/s.
Razdn de saida de bit aleatorios minimo de 100 Mb/s.
Non ten limitacidns na cantidade maxima dos ndimeros aleatorios gue se poden

solicitar agora. Mais ten que ter en conta, que a memoria da magquina anfitrion
impone limitacions.

Descargar

Cc
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Interfaces de acceso (QRNG): API

APl QRNG ©

lopenapi json

APl QRNG Endpoints para solictud de nimeros aleatorios N
[ POST /token Login Token Acceso ]V
E /acotado Acotado sV
= /stream Stream Y
v

Jalive CheckAlive
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Interfaces de acceso (QRNG): API

GET facotado Acotado a8~

Genera un conjunto de numeros de tamano definido por Ia variable paquete tipo_num define que tipo de numero se va a generar ( por defecto sera 0 ): 0 binario 1 entero 2 coma flotante 32 bits
3 coma flotante &4 bits

Parameters Cancel
Name Description

paquete

integer 10

{query)

maximum: 1680
minimum: 1

fipo_num
integer

(query)
maximum: 3
minimum: &




ALDABA
Interfaces de acceso (QRNG): API

Responses

curl -X "GET"
"hitp: /FL31 2. [ 32 : 8000/ acotado?pagquete=10&tipo_num=1" \
-H "accept: application/json®
-H "Authorization: Bearer eyJhbGciOdJTIUzTiNiTsInRScCT6TkpXVCI9. ey]1c2VyIjoddWl kP iYhbod7GNnl GS1PXVz 7XIzaHBj LGI1PXVzIX Iz L GRPHNLc2dhLGRJPWV 2 Tiwi ZXhwT jooxdjk3NzA 3Nz Bwf (. Mg30YVTNA7dxg Tht 35 BhSEVDmSkD Lmb - 1F13MMAL

Request URL

http:f/fE03. =M. X . LI*=:8800/acotado?paquete=18&tipo_num=1

Server response

Code Details

Response body

"paquete”: -
“numeros”: [

Response headers

access-control-allow-credentials: true
content-length: 135

content-type: application/json

date: Thu,19 Oct 2023 09:02:80 GMT

U _ i ——
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Interfaces de acceso (QRNG): Libreria

from api_grng import ApiQrng

import time

ur-l = "***_*** .**.***"

puerto=86066

test = ApiQrng(url = url,puerto=puerto}
test.get token('usuario’,”*"}

if test.token is not False:

print("Estamos autenticados")
print(test.token)
#Descargamos paquete de datos acotados tipo binario
print("========= Splicitamos 18 ndmeros binarios =============")
datos_acotados_ 8 = test.acotado(tipo_numero=8,paquete=18)
if datos_acotados_B:

print(datos_acotados_8)

PRIE—————————————

print("")

#Descargamos pagquete de datos acotados tipo entero
datos_acotados_1 = test.acotado(tipo_numero=1, paguete=18)
if datos acotados 1:

print("“========= Solicitamos 18 nimeros enteros s=============")
print(datos acotados 1)
pr-int( "======================":}
print("")
print("========= Splicitamos 18 ndmeros float32 =============")

#Descargamos paquete de datos acotados tipo flot32
datos_acotados_2 = test.acotado(tipo_numero=2, timeout=5,paquete=18)
if datos_acotados_2:

print(datos acotados 2)

pPint("======================")
print("")
print("========= Splicitamos 18 ndmeros floatf4 =============")

#Descargamos paquete de datos acotados tipo floated
datos _acotados 3 = test.acotado(tipo numero=3, paguete=18)
if datos_acotados_3:

print(datos_acotados_3)
pPint("======================")
print("")
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Interfaces de acceso (QRNG): Libreria

(env_cesga) PS C:\Desarrollo\CESGA-REST\CESGA-QRNGRestService\Libreria> python .\test_api.py
Estamos autenticados

eyJhbGci0iJIUzI1INIiIsInNRScCIGIKkpXVCI9. eyJlc2VyIjoidWLkPWVtYWxKZGNNLGI1PXVZzZXJzaHBjLGI1PXVZzZXJzLGRjPWNLc2dhLGRjPWVZIiwiZXhwIjoxNjKk3NzABNTEYFQ. LASyexHPcv2A9svdYwoVH
_1JTiMclwU2ZnE-TBFZdOw

========= Splicitamos 18 numeros binarios =============
[‘IB191BllBlBBBlllBBBBBBBlBBBllll‘, '16661166111660161000001600161116", '11616166016116111161611666161161"', '16661611161616611611666161116661°', '1661161116116600

6616816816111681616', '111166660116606616016161616060166611', '166110166116111116661111616616', '1016606166061161611161116166111', 'l11666161616166611616111161666111', '16
9111100111011610116010166001116"]

========= Splicitamos 18 numeros enteros =============
[4788u6U92, 1509913001, 3056402848, 1835453176, 2143398029, 4125502234, UA6U4520353, 898668907, 1936058102, 2658579886]

========= Solicitamos 1@ numeros float32 =============
[0.519U631814956665, ©.3772973120212555, 0.55196630895474243, 8.62723708152771, 0.U68887860593872087, ©.7888857231903076, ©.5596952438354492, 0.7614058256149292, 0.
204912838637828827, ©.6189987863U087898]

========= Splicitamos 18 numeros floatel =============
[0.34762180697816003, 0.791927U565744976, 0.7130516298844134, 0.412257647703U6174, 0.8539937480478533, 0.4589401149328193, 0.879726773798U021, ©.3356080358698051
4, 0.09103449482727667, 0.6189986799422182]



(env_cesga) PS C:\Desarrollo\CESGA-REST\CESGA-QRNGRestService\Certificados> python .\generador_certificados.py
Debe indicar un argumento al script( ssh o .589)

(env_cesga) PS C:\Desarrollo\CESGA-REST\CESGA-QRNGRestService\Certificados> python .\generador_certificados.py ssh
Obtengo un numero aleatorio 3184839138

Genero con clave 3184039138

Generating public/private rsa key pair.

Your identification has been saved in keygen

Your public key has been saved in keygen.pub

The key fingerprint is:

SHA256:BN/zT7eUBOEHKnedL6TTUL S LPULH jwXT/Z2TeGtm/ VY I

The key's randomart image is:

+-——[RSA 3872]——+

00000 O]
S 0. =ox|
o .+.B=|

o+00.+B.o|
+--——[SHA256]
Salida creacion keygen: ©

(env_cesga) PS C:\Desarrollo\CESGA-REST\CESGA-QRNGRestService\Certificados> python .\generador_certificados.py .509
Obtengo un numero aleatorio 718562753
Certificado generado correctamente




B Windows PowerShell X e ||

| (env_cesga) PS C:\Desarrollo\CESGA-REST\CESGA-QRNGRestService\Libreria> python .\test_api.py
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A iniciativa do Polo de Tecnoloxias Cuanticas de Galicia conta con financiamento de:

Fondos REACT EU
AXENCIA A
INNOVACION Kok K

Clentro de Supercomputaciaon de Galicia

UNION EUROPEA

Despregamento dunha infraestrutura baseada en tecnoloxias cuanticas da informacion que permita impulsar a 1+D+i en Galicia.
Apoiar a transicion cara a unha economia dixital.

Operacion financiada pola Unién Europea, a través do FONDO EUROPEO DE DESENVOLVEMENTO REXIONAL (FEDER), como parte da resposta da Unién a
pandemia da COVID-19.

PROGRAMA OPERATIVO
FEDER GALICIA Unha maneira de facer Europa
2014-2020



